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Policy statement
1.1

Everyone has rights with regard to the way in which their personal data
is handled. During the course of our activities as a college we will
collect, store and process personal data about our students,
workforce, parents and others. This makes us a data controller in
relation to that personal data.

1.2

We are committed to the protection of all personal data and special
category personal data for which we are the data controller.

1.3

The law imposes significant fines for failing to lawfully process and
safeguard personal data and failure to comply with this policy may
result in those fines being applied.

1.4

All members of our workforce must comply with this policy when
processing personal data on our behalf. Any breach of this policy may
result in disciplinary or other action.

About this policy
2.1

The types of personal data that we may be required to handle include
information about students, parents, our workforce, and others that we
deal with. The personal data which we hold is subject to certain legal
safeguards specified in the General Data Protection Regulation
(‘GDPR’), the Data Protection Act 2018, and other regulations (together
‘Data Protection Legislation’).

2.2

This policy and any other documents referred to in it set out the basis
on which we will process any personal data we collect from data
subjects, or that is provided to us by data subjects or other sources.

2.3

This policy does not form part of any employee's contract of
employment and may be amended at any time.

2.4

This policy sets out rules on data protection and the legal conditions
that must be satisfied when we process personal data.

Definition of data protection terms
3.1

4

All defined terms in this policy are indicated in bold text, and a list of
definitions is included in the Annex to this policy.

Data Protection Officer
4.1

As a college we are required to appoint a Data Protection Officer
(“DPO”). Our DPO is Angharad Ryder Owen and they can be
contacted at dpo@nmbec.org.uk

4.2

The DPO is responsible for ensuring compliance with the Data
Protection Legislation and with this policy. Any questions about the

1

operation of this policy or any concerns that the policy has not been
followed should be referred in the first instance to the DPO.
4.3
5

Data protection principles
5.1

5.2

5.3
6

The DPO is also the central point of contact for all data subjects and
others in relation to matters of data protection.

Anyone processing personal data must comply with the data
protection principles. These provide that personal data must be:
5.1.1

Processed fairly and lawfully and transparently in relation to
the data subject;

5.1.2

Processed for specified, lawful purposes and in a way which is
not incompatible with those purposes;

5.1.3

Adequate, relevant and not excessive for the purpose;

5.1.4

Accurate and up to date;

5.1.5

Not kept for any longer than is necessary for the purpose; and

5.1.6

Processed securely using appropriate technical and
organisational measures.

Personal Data must also:
5.2.1

be processed in line with data subjects' rights;

5.2.2

not be transferred to people or organisations situated in other
countries without adequate protection

We will comply with these principles in relation to any processing of
personal data by the college.

Fair and lawful processing
6.1

Data Protection Legislation is not intended to prevent the processing of
personal data, but to ensure that it is done fairly and without adversely
affecting the rights of the data subject.

6.2

For personal data to be processed fairly, data subjects must be
made aware:
6.2.1

that the personal data is being processed;

6.2.2

why the personal data is being processed;

6.2.3

what the lawful basis is for that processing (see below);

6.2.4

whether the personal data will be shared, and if so with
whom;
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6.2.5

the period for which the personal data will be held;

6.2.6

the existence of the data subject’s rights in relation to the
processing of that personal data; and

6.2.7

the right of the data subject to raise a complaint with the
Information Commissioner’s Office in relation to any
processing.

6.3

We will only obtain such personal data as is necessary and relevant to
the purpose for which it was gathered, and will ensure that we have a
lawful basis for any processing.

6.4

For personal data to be processed lawfully, it must be processed on
the basis of one of the legal grounds set out in the Data Protection
Legislation. We will normally process personal data under the
following legal grounds:

6.5

6.4.1

where the processing is necessary for the performance of a
contract between us and the data subject, such as an
employment contract;

6.4.2

where the processing is necessary to comply with a legal
obligation that we are subject to, (e.g the Education Act 2011);

6.4.3

where the law otherwise allows us to process the personal
data or we are carrying out a task in the public interest; and

6.4.4

where none of the above apply then we will seek the consent
of the data subject to the processing of their personal data.

When special category personal data is being processed then an
additional legal ground must apply to that processing. We will normally
only process special category personal data under following legal
grounds:
6.5.1

where the processing is necessary for employment law
purposes, for example in relation to sickness absence;

6.5.2

where the processing is necessary for reasons of substantial
public interest, for example for the purposes of equality of
opportunity and treatment;

6.5.3

where the processing is necessary for health or social care
purposes, for example in relation to students with medical
conditions or disabilities; and

6.5.4

where none of the above apply then we will seek the consent
of the data subject to the processing of their special
category personal data.
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6.6

We will inform data subjects of the above matters by way of
appropriate privacy notices which shall be provided to them when we
collect the data or as soon as possible thereafter, unless we have
already provided this information such as at the time when a student
joins us.

6.7

If any data user is in doubt as to whether they can use any personal
data for any purpose then they must contact the DPO before doing so.
Vital Interests

6.8

There may be circumstances where it is considered necessary to
process personal data or special category personal data in order to
protect the vital interests of a data subject. This might include medical
emergencies where the data subject is not in a position to give consent
to the processing. We believe that this will only occur in very specific
and limited circumstances. In such circumstances we would usually
seek to consult with the DPO in advance, although there may be
emergency situations where this does not occur.
Consent

6.9

Where none of the other bases for processing set out above apply
then the college must seek the consent of the data subject before
processing any personal data for any purpose.

6.10

There are strict legal requirements in relation to the form of consent that
must be obtained from data subjects.

6.11

When students and or our Workforce join the college a consent form will
be required to be completed in relation to them. This consent form
deals with the taking and use of photographs and videos of them,
amongst other things. Where appropriate third parties may also be
required to complete a consent form.

6.12

In relation to all students under the age of 12 years old (Year 7) we will
seek consent from an individual with parental responsibility for that
student.

6.13

We will generally seek consent directly from a student who has reached
the age of 12 (year 8 and above), however we recognise that this may
not be appropriate in certain circumstances and therefore may be
required to seek consent from and individual with parental
responsibility.

6.14

If consent is required for any other processing of personal data of any
data subject then the form of this consent must:
6.14.1

Inform the data subject of exactly what we intend to do with
their personal data;
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6.14.2

Require them to positively confirm that they consent – we
cannot ask them to opt-out rather than opt-in; and

6.14.3

Inform the data subject of how they can withdraw their
consent.

6.15

Any consent must be freely given, which means that we cannot make
the provision of any goods or services or other matter conditional on a
data subject giving their consent.

6.16

The DPO must always be consulted in relation to any consent form
before consent is obtained.

6.17

A record must always be kept of any consent, including how it was
obtained and when.

Processing for limited purposes
7.1

In the course of our activities as a college, we may collect and process
the personal data set out in our Schedule of Processing Activities. This
may include personal data we receive directly from a data subject (for
example, by completing forms or by corresponding with us by mail,
phone, email or otherwise) and personal data we receive from other
sources (including, for example, local authorities, other colleges,
parents, other students or members of our workforce).

7.2

We will only process personal data for the specific purposes set out in
our Schedule of Processing Activities or for any other purposes
specifically permitted by Data Protection Legislation or for which
specific consent has been provided by the data subject.

Notifying data subjects
8.1

If we collect personal data directly from data subjects, we will inform
them about:
8.1.1

our identity and contact details as Data Controller and those
of the DPO;

8.1.2

the purpose or purposes and legal basis for which we intend to
process that personal data;

8.1.3

the types of third parties, if any, with which we will share or to
which we will disclose that personal data;

8.1.4

whether the personal data will be transferred outside the
European Economic Area (‘EEA’) and if so the safeguards in
place;

8.1.5

the period for which their personal data will be stored, by
reference to our Retention and Destruction Policy;
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8.2
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8.1.7

the rights of the data subject to object to or limit processing,
request information, request deletion of information or lodge a
complaint with the ICO.

Unless we have already informed data subjects that we will be
obtaining information about them from third parties (for example in our
privacy notices), then if we receive personal data about a data subject
from other sources, we will provide the data subject with the above
information as soon as possible thereafter, informing them of where the
personal data was obtained from.

We will only collect personal data to the extent that it is required for the
specific purpose notified to the data subject, unless otherwise
permitted by Data Protection Legislation.

Accurate data
10.1

We will ensure that personal data we hold is accurate and kept up to
date.

10.2

We will take reasonable steps to destroy or amend inaccurate or out-ofdate data.

10.3

Data subjects have a right to have any inaccurate personal data
rectified. See further below in relation to the exercise of this right.

Timely processing
11.1

12

the existence of any automated decision making in the
processing of the personal data along with the significance
and envisaged consequences of the processing and the right
to object to such decision making; and

Adequate, relevant and non-excessive processing
9.1
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8.1.6

We will not keep personal data longer than is necessary for the
purpose or purposes for which they were collected. We will take all
reasonable steps to destroy, or erase from our systems, all personal
data which is no longer required.

Processing in line with data subject's rights
12.1

We will process all personal data in line with data subjects' rights, in
particular their right to:
12.1.1

request access to any personal data we hold about them;

12.1.2

object to the processing of their personal data, including the
right to object to direct marketing;

12.1.3

have inaccurate or incomplete personal data about them
rectified;
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12.1.4

restrict processing of their personal data;

12.1.5

have personal data we hold about them erased

12.1.6

have their personal data transferred; and

12.1.7

object to the making of decisions about them by automated
means.

The Right of Access to Personal Data
12.2

Data subjects may request access to all personal data we hold about
them. Such requests will be considered in line with the college’s
Subject Access Request Procedure.

The Right to Object
12.3

In certain circumstances data subjects may object to us processing
their personal data. This right may be exercised in relation to
processing that we are undertaking on the basis of a legitimate interest
or in pursuit of a statutory function or task carried out in the public
interest.

12.4

An objection to processing does not have to be complied with where
the college can demonstrate compelling legitimate grounds which
override the rights of the data subject.

12.5

Such considerations are complex and must always be referred to the
DPO upon receipt of the request to exercise this right.

12.6

In respect of direct marketing any objection to processing must be
complied with.

12.7

The college is not however obliged to comply with a request where the
personal data is required in relation to any claim or legal proceedings.

The Right to Rectification
12.8

If a data subject informs the college that personal data held about
them by the college is inaccurate or incomplete then we will consider
that request and provide a response within one month.

12.9

If we consider the issue to be too complex to resolve within that period
then we may extend the response period by a further two months. If
this is necessary then we will inform the data subject within one month
of their request that this is the case.

12.10 We may determine that any changes proposed by the data subject
should not be made. If this is the case then we will explain to the data
subject why this is the case. In those circumstances we will inform the
data subject of their right to complain to the Information
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Commissioner’s Office at the time that we inform them of our decision in
relation to their request.
The Right to Restrict Processing
12.11 Data subjects have a right to “block” or suppress the processing of
personal data. This means that the college can continue to hold the
personal data but not do anything else with it.
12.12 The college must restrict the processing of personal data:
12.12.1 Where it is in the process of considering a request for
personal data to be rectified (see above);
12.12.2 Where the college is in the process of considering an objection
to processing by a data subject;
12.12.3 Where the processing is unlawful but the data subject has
asked the college not to delete the personal data; and
12.12.4 Where the college no longer needs the personal data but the
data subject has asked the college not to delete the personal
data because they need it in relation to a legal claim, including
any potential claim against the college.
12.13 If the college has shared the relevant personal data with any other
organisation then we will contact those organisations to inform them of
any restriction, unless this proves impossible or involves a
disproportionate effort.
12.14 The DPO must be consulted in relation to requests under this right.
The Right to Be Forgotten
12.15 Data subjects have a right to have personal data about them held by
the college erased only in the following circumstances:
12.15.1 Where the personal data is no longer necessary for the
purpose for which it was originally collected;
12.15.2 When a data subject withdraws consent – which will apply
only where the college is relying on the individuals consent to
the processing in the first place;
12.15.3 When a data subject objects to the processing and there is
no overriding legitimate interest to continue that processing –
see above in relation to the right to object;
12.15.4 Where the processing of the personal data is otherwise
unlawful;
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12.15.5 When it is necessary to erase the personal data to comply
with a legal obligation; and
12.16 The college is not required to comply with a request by a data subject
to erase their personal data if the processing is taking place:
12.16.1 To exercise the right of freedom of expression or information;
12.16.2 To comply with a legal obligation for the performance of a task
in the public interest or in accordance with the law;
12.16.3 For public health purposes in the public interest;
12.16.4 For archiving purposes in the public interest, research or
statistical purposes; or
12.16.5 In relation to a legal claim.
12.17 If the college has shared the relevant personal data with any other
organisation then we will contact those organisations to inform them of
any erasure, unless this proves impossible or involves a
disproportionate effort.
12.18 The DPO must be consulted in relation to requests under this right.
Right to Data Portability
12.19 In limited circumstances a data subject has a right to receive their
personal data in a machine readable format, and to have this
transferred to other organisation.
12.20 If such a request is made then the DPO must be consulted.
13

Data security
13.1

We will take appropriate security measures against unlawful or
unauthorised processing of personal data, and against the accidental
loss of, or damage to, personal data.

We will put in place procedures and technologies to maintain the security of all
personal data from the point of collection to the point of destruction.
13.2

Security procedures include:
13.2.1

Entry controls. Any stranger seen in entry-controlled areas
should be reported to the Designated Safeguarding Lead
(DSL).

13.2.2

Secure lockable desks and cupboards. Desks and
cupboards should be kept locked if they hold confidential
information of any kind. (Personal information is always
considered confidential.)
9

13.3
14
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13.2.3

Methods of disposal. Paper documents should be shredded.
Digital storage devices should be physically destroyed when
they are no longer required. IT assets must be disposed of in
accordance with the Information Commissioner’s Office
guidance on the disposal of IT assets.

13.2.4

Equipment. Data users must ensure that individual monitors
do not show confidential information to passers-by and that
they log off from their PC when it is left unattended.

13.2.5

Working away from the college premises – paper
documents. See Code of Conduct section12.7

13.2.6

Working away from the college premises – electronic
working. See Code of Conduct section12.7

13.2.7

Document printing. Documents containing personal data
must be collected immediately from printers and not left on
photocopiers.

Any member of staff found to be in breach of the above security
measures may be subject to disciplinary action.

Data Protection Impact Assessments
14.1

The college takes data protection very seriously, and will consider and
comply with the requirements of Data Protection Legislation in relation
to all of its activities whenever these involve the use of personal data, in
accordance with the principles of data protection by design and default.

14.2

In certain circumstances the law requires us to carry out detailed
assessments of proposed processing. This includes where we intend
to use new technologies which might pose a high risk to the rights of
data subjects because of the types of data we will be processing or
the way that we intend to do so.

14.3

The college will complete an assessment of any such proposed
processing and has a template document which ensures that all
relevant matters are considered.

14.4

The DPO should always be consulted as to whether a data protection
impact assessment is required, and if so how to undertake that
assessment.

Disclosure and sharing of personal information
15.1

We may share personal data that we hold about data subjects, and
without their consent, with other organisations. Such organisations
include the Department for Education (and/or Education and Skills
Funding Agency “ESFA”), Ofsted, health authorities and professionals,
the Local Authority, examination bodies, other colleges, and other
organisations where we have a lawful basis for doing so.
10
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15.2

The college will inform data subjects of any sharing of their personal
data unless we are not legally required to do so, for example where
personal data is shared with the police in the investigation of a criminal
offence.

15.3

In some circumstances we will not share safeguarding information.
Please refer to our Child Protection Policy.

15.4

Further detail is provided in our Schedule of Processing Activities.

Data Processors
16.1

We contract with various organisations who provide services to the
college, including:
16.1.1
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Payroll providers, college meal providers, HMRC.

16.2

In order that these services can be provided effectively we are required
to transfer personal data of data subjects to these data processors.

16.3

Personal data will only be transferred to a data processor if they
agree to comply with our procedures and policies in relation to data
security, or if they put in place adequate measures themselves to the
satisfaction of the college. The college will always undertake due
diligence of any data processor before transferring the personal data
of data subjects to them.

16.4

Contracts with data processors will comply with Data Protection
Legislation and contain explicit obligations on the data processor to
ensure compliance with the Data Protection Legislation, and
compliance with the rights of Data Subjects.

Images and Videos
17.1

Parents and others attending college events are allowed to take
photographs and videos of those events for domestic purposes. For
example, parents can take video recordings of a college performance
involving their child. The college does not prohibit this as a matter of
policy.

17.2

The college does not however agree to any such photographs or videos
being used for any other purpose, but acknowledges that such matters
are, for the most part, outside of the ability of the college to prevent.

17.3

The college asks that parents and others do not post any images or
videos which include any child other than their own child on any social
media or otherwise publish those images or videos.

17.4

As a college we want to celebrate the achievements of our students and
therefore may want to use images and videos of our students within
promotional materials, or for publication in the media such as local, or
even national, newspapers covering college events or achievements.
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We will seek the consent of students, and their parents where
appropriate, before allowing the use of images or videos of students for
such purposes.
17.5

18

CCTV
18.1

19

Whenever a student begins their attendance at the college they, or their
parent where appropriate, will be asked to complete a consent form in
relation to the use of images and videos of that student. We will not use
images or videos of students for any purpose where we do not have
consent.

The college operates a CCTV system. Please refer to the college
CCTV Policy below.

Changes to this policy
We may change this policy at any time. Where appropriate, we will notify data
subjects of those change
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CCTV Policy (WK/ARO)
1

Policy Statement
1.1

Norbury Manor uses Closed-Circuit Television (“CCTV”) within the premises
of the college. The purpose of this policy is to set out the position of the
college as to the management, operation and use of the CCTV at the college.

1.2

This policy applies to all members of our workforce, visitors to the college
premises and all other persons whose images may be captured by the CCTV
system.

1.3

This policy takes account of all applicable legislation and guidance, including:

1.4
2

1.3.2

Data Protection Act 2018 (together the Data Protection Legislation)

1.3.3

CCTV Code of Practice produced by the Information Commissioner

1.3.4

Human Rights Act 1998

This policy sets out the position of the college in relation to its use of CCTV.

The college uses CCTV for the following purposes:
2.1.1

To provide a safe and secure environment for students, staff and
visitors – the CCTV supports safeguarding but does not provide full
coverage

2.1.2

To prevent the loss of or damage to the college buildings and/or
assets

2.1.3

To assist in the prevention of crime and assist law enforcement
agencies in apprehending offenders

2.1.4

To monitor behaviour of students and conduct of staff and visitors

Description of system
3.1

4

General Data Protection Regulation (“GDPR”)

Purpose of CCTV
2.1

3

1.3.1

There are 128 cameras across the college site. All internal and 10 external
cameras are fixed. There are also 8 external PTZ (Pan Tilt & Zoom). They do
not have sound recording capabilities.

Siting of Cameras
4.1

All CCTV cameras will be sited in such a way as to meet the purpose for
which the CCTV is operated. Cameras will be sited in prominent positions
where they are clearly visible to staff, students and visitors.

4.2

Cameras will not be sited, so far as possible, in such a way as to record areas
that are not intended to be the subject of surveillance. The college will make

all reasonable efforts to ensure that areas outside of the college premises are
not recorded.
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4.3

Signs will be erected to inform individuals that they are in an area within which
CCTV is in operation.

4.4

Cameras will not be sited in areas where individual have a heightened
expectation of privacy, such as changing rooms or toilet cubicles.

Privacy Impact Assessment (see Appendix 1)
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5.1

Prior to the installation of any CCTV camera, or system, a privacy impact
assessment will be conducted by the college to ensure that the proposed
installation is compliant with legislation and ICO guidance.

5.2

The college will adopt a privacy by design approach when installing new
cameras and systems, taking into account the purpose of each camera so as
to avoid recording and storing excessive amounts of personal data.

Management and Access
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6.1

The CCTV system will be managed by the premises manager and network
manager

6.2

On a day to day basis the CCTV system will be operated by the site staff

6.3

The viewing of live CCTV images will be restricted to the site staff, pastoral
staff, reception staff (safeguarding) and SLT

6.4

Recorded images which are stored by the CCTV system will be restricted to
access by site staff, reception staff, SLT and heads of year

6.5

No other individual will have the right to view or access any CCTV images
unless in accordance with the terms of this policy as to disclosure of images

6.6

The CCTV system is reviewed annually by site staff and the network manager
to ensure that it is operating effectively

Storage and Retention of Images
7.1

Any images recorded by the CCTV system will be retained only for as long as
necessary for the purpose for which they were originally recorded.

7.2

Recorded images are stored only for a period of 28 daysunless there is a
specific purpose for which they are retained for a longer period.

7.3

The college will ensure that appropriate security measures are in place to
prevent the unlawful or inadvertent disclosure of any recorded images. The
measures in place include:
7.3.1

14

CCTV recording systems being located in restricted access areas;

7.4
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7.3.2

The CCTV system being password protected;

7.3.3

Restriction of the ability to make copies to specified members of
staff

A log of any access to the CCTV images, including time and dates of access,
and a record of the individual accessing the images, will be maintained by the
college.

Disclosure of Images to Data Subjects
8.1

Any individual recorded in any CCTV image is a data subject for the purposes
of the Data Protection Legislation, and has a right to request access to those
images.

8.2

Any individual who requests access to images of themselves will be
considered to have made a subject access request pursuant to the Data
Protection Legislation. Such a request should be considered in the context of
the college’s Subject Access Request Policy.

8.3

When such a request is made the premises staff and network manager will
review the CCTV footage, in respect of relevant time periods where
appropriate, in accordance with the request.

8.4

If the footage contains only the individual making the request then the
individual may be permitted to view the footage. This must be strictly limited
to that footage which contains only images of the individual making the
request. The premises manager and network manager must take appropriate
measures to ensure that the footage is restricted in this way.

8.5

If the footage contains images of other individuals then the college must
consider whether:

8.6
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8.5.1

The request requires the disclosure of the images of individuals
other than the requester, for example whether the images can be
distorted so as not to identify other individuals;

8.5.2

The other individuals in the footage have consented to the
disclosure of the images, or their consent could be obtained; or

8.5.3

If not, then whether it is otherwise reasonable in the circumstances
to disclose those images to the individual making the request.

A record must be kept, and held securely, of all disclosures which sets out:
8.6.1

When the request was made;

8.6.2

The process followed by the network and premises manager in
determining whether the images contained third parties;

8.6.3

The considerations as to whether to allow access to those images;
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8.6.4

The individuals that were permitted to view the images and when;
and

8.6.5

Whether a copy of the images was provided, and if so to whom,
when and in what format.

Disclosure of Images to Third Parties
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9.1

The college will only disclose recorded CCTV images to third parties where it
is permitted to do so in accordance with the Data Protection Legislation.

9.2

CCTV images will only be disclosed to law enforcement agencies in line with
the purposes for which the CCTV system is in place.

9.3

If a request is received form a law enforcement agency for disclosure of
CCTV images then the premises and network managers must follow the same
process as above in relation to subject access requests. Detail should be
obtained from the law enforcement agency as to exactly what they want the
CCTV images for, and any particular individuals of concern. This will then
enable proper consideration to be given to what should be disclosed, and the
potential disclosure of any third party images.

9.4

The information above must be recorded in relation to any disclosure.

9.5

If an order is granted by a court for disclosure of CCTV images then this
should be complied with. However very careful consideration must be given
to exactly what the court order requires. If there are any concerns as to
disclosure then the Data Protection Officer should be contacted in the first
instance and appropriate legal advice may be required.

Review of Policy and CCTV System
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10.1

This policy will be reviewed annually.

10.2

The CCTV system and the privacy impact assessment relating to it will be
reviewed annually.

Misuse of CCTV systems
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11.1

The misuse of CCTV system could constitute a criminal offence.

11.2

Any member of staff who breaches this policy may be subject to disciplinary
action.

Complaints relating to this policy
12.1

16

Any complaints relating to this policy or to the CCTV system operated by the
college should be made in accordance with the college complaints policy.

APPENDIX 1: CCTV PRIVACY IMPACT ASSESSMENT
1

Who will be captured on CCTV?
Students, staff, parents / carers, volunteers, governors and other visitors including
members of the public

2

What personal data will be processed?
Facial Images, behaviour, sound, safety

3

What are the purposes for operating the CCTV system? .
Cameras are used to monitor activities within college buildings, on its sites, its car
parks and other public areas to identify criminal activity actually occurring,
anticipated, or perceived. CCTV is also used for the purpose of monitoring the
behaviour of students and conduct of staff and visitors, supporting the safety and
well being of the college, together with its staff, students and visitors.

4

What is the lawful basis for operating the CCTV system?
Legal obligation: legitimate interests of the organisation to maintain health and
safety and to prevent and investigate crime
Public Task

5

Who is/are the named person(s) responsible for the operation of the system?
Premises manager
Network manager
Caretaking and site team

6

Describe the CCTV system, including:
a. how this has been chosen to ensure that clear images are produced so that the
images can be used for the purpose for which they are obtained;
b. siting of the cameras and why such locations were chosen;
c. how cameras have been sited to avoid capturing images which are not necessary for
the purposes of the CCTV system;
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d. where signs notifying individuals that CCTV is in operation are located and why
those locations were chosen; and
e. whether the system enables third party data to be redacted, for example via blurring
of details of third party individuals.
a. maintained by a contracted security company annually
b. all CCTV cameras will be sited in such a way as to meet the purpose for which
the CCTV is operated: cameras are sited in prominent positions so as to be evenly
spread across the college site
c. cameras are sited in prominent positions where they are clearly visible to all staff
students and visitors; they are not sited in areas where individuals have a
heightened expectation of privacy such as changing rooms
d. signs will be erected to inform individuals that they are in an area where CCTV is
in operation – these are generally areas where there are often large numbers of
students, near lockers which may contain valuables or near classrooms containing
expensive equipment – they are also sited in places which are considered to be less
visible
e. the system does not have a blurring function
The CCTV system is designed to ensure maximum effectiveness and efficiency but
it is not possible to guarantee that the system will cover or detect every single
incident taking place in the areas of coverage.

7

Set out the details of any sharing with third parties, including processors
Access to the college’s CCTV system is only available with consent from the head
teacher and senior leadership team.
CCTV recorded images may be viewed by the police for the prevention and
detection of crime, authorised staff of the college for supervisory purposes,
discipline reasons or authorised demonstration and training.

8

Set out the retention period of any recordings, including why those periods have been
chosen
Our recording period ranges between 2-4 weeks - the length of storage available on
our system

9

Set out the security measures in place to ensure that recordings are captured and
stored securely
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Limited access to CCTV
Log book kept of all requests which go through SLT

10

What are the risks to the rights and freedoms of individuals who may be captured on the
CCTV recordings?
For example:
• Staff, students and visitors are recorded to ensure their health and safety
• Recordings are deleted in 4 weeks minimising the amount of data being
processed
• The CCTV is in an office room which is either manned or locked.
• Potential risks are: unlawful access
• Risks during any transfer of recordings to third parties such as the police are
how long they retain them for and where they store the data

11

What measures are in place to address the risks identified?
Assessing checks in place regarding access and log book
Consider discussing CCTV with parents – include in IT agreement and code of
conduct
Check security of CCTV office
Discuss retention with third parties

12

Have parents and students where appropriate been consulted as to the use of the
CCTV system? If so, what views were expressed and how have these been accounted
for?
When set up but not recently

13

When will this privacy impact assessment be reviewed?
Dec 2021

Approval:
This assessment was approved by the Data Protection Officer: A Ryder Owen Date
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Data Breach Notification Policy
1

Policy Statement
1.1 Norbury Manor is committed to the protection of all personal data and special
category personal data for which we are the data controller.
1.2 The law imposes significant fines for failing to lawfully process and safeguard
personal data and failure to comply with this policy may result in those fines being
applied.
1.3 All members of our workforce must comply with this policy when processing
personal data on our behalf. Any breach of this policy may result in disciplinary or
other action.

2

About this policy
2.1 This policy informs all of our workforce on dealing with a suspected or identified
data security breach.
2.2 In the event of a suspected or identified breach, Norbury Manor must take steps to
minimise the impact of the breach and prevent the breach from continuing or
reoccurring.
2.3 Efficient internal management of any breach is required, to ensure swift and
appropriate action is taken and confidentiality is maintained as far as possible.
2.4 Norbury Manor must also comply with its legal and contractual requirements to notify
other organisations including the Information Commissioners Office (“the ICO”) and
where appropriate data subjects whose personal data has been affected by the
breach. This includes any communications with the press.
2.5 Failing to appropriately deal with and report data breaches can have serious
consequences for Norbury Manor and for data subjects including:
2.5.1 identity fraud, financial loss, distress or physical harm;
2.5.2 reputational damage to Norbury Manor and
2.5.3 fines imposed by the ICO.

3

Definition of data protection terms
3.1 All defined terms in this policy are indicated in bold text, and a list of definitions is
included in Annex 2 to this policy.
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4

Identifying a Data Breach
4.1 A data breach is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.
4.2 This could be the result of a breach of cyber security, such as a hack or virus, or it
could be the result of a breach of physical security such as loss or theft of a mobile
device or paper records. A data breach includes loss of data and so does not have
to be the result of a conscious effort of a third party to access the data. Some
examples of potential data breaches are listed below:
4.2.1 Leaving a mobile device on a train;
4.2.2 Theft of a bag containing paper documents;
4.2.3 Destruction of the only copy of a document; and
4.2.4 Sending an email or attachment to the wrong recipient; and
4.2.5 Using an unauthorised email address to access personal data; and
4.2.6 Leaving paper documents containing personal data in a place
accessible to other people.

5

Internal Communication
Reporting a data breach upon discovery
5.1 If any member of our workforce suspects, or becomes aware, that a data breach
may have occurred (either by them, another member of our workforce, a data
processor, or any other individual) then they must contact the Angharad RyderOwen (“the DPO”) AND the Headteacher immediately at:
dpo@nmbec.org.uk or 020 8679 0062 ext 234
headteacher@nmbec.org.uk or 020 8679 0062 ext 210
5.2 The data breach may need to be reported to the ICO, and notified to data subjects.
This will depend on the risk to data subjects. The DPO must always be consulted in
making a decision as to whether to report a data breach to the ICO. Initial
investigations will inform as to whether the data breach should be reported.
5.3 If it is considered to be necessary to report a data breach to the ICO then Norbury
Manor must do so within 72 hours of discovery of the breach.
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5.4 Norbury Manor may also be contractually required to notify other organisations of the
breach within a period following discovery.
5.5 It is therefore critically important that whenever a member of our workforce
suspects that a data breach has occurred, this is reported internally to the DPO
immediately.
5.6 Members of our workforce who fail to report a suspected data breach could face
disciplinary or other action.
Investigating a suspected data breach
5.7 In relation to any suspected data breach the following steps must be taken as soon
as possible. These do not have to be carried out as individual tasks, and the most
appropriate way of dealing with any breach will depend on the nature of the breach
and the information available at any time.
Breach minimisation:
5.8 The first step must always be to identify how the data breach occurred, the extent of
the data breach, and how this can be minimised. The focus will be on containing any
data breach, and recovering any personal data. Relevant departments must be
involved, such as IT, to take technical and practical steps where appropriate to
minimise the breach. Appropriate measures may include:
5.8.1 remote deactivation of mobile devices;
5.8.2 shutting down IT systems;
5.8.3 contacting individuals to whom the information has been disclosed and
asking them to delete the information; and
5.8.4 recovering lost data.

Breach investigation:
5.9 When Norbury Manor has taken appropriate steps to minimise the extent of the data
breach it must commence an investigation as soon as possible to understand how
and why the data breach occurred. This is critical to ensuring that a similar data
breach does not occur again and to enable steps to be taken to prevent this from
occurring.
5.10
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Technical steps are likely to include investigating, using IT forensics where
appropriate, to examine processes, networks and systems to discover:

5.11

5.10.1

what data/systems were accessed;

5.10.2

how the access occurred;

5.10.3

how to fix vulnerabilities in the compromised processes or systems;

5.10.4

how to address failings in controls or processes.

Other steps are likely to include discussing the matter with individuals involved
to appreciate exactly what occurred and why, and reviewing policies and
procedures.

Breach analysis:
5.12
In order to determine the seriousness of a data breach and its potential impact
on data subjects, and so as to inform the school as to whether the data breach
should be reported to the ICO and notified to data subjects, it is necessary to
analyse the nature of the data breach.
5.13

Such an analysis must include:
5.13.1 the type and volume of personal data which was involved in the data
breach;
5.13.2 whether any special category personal data was involved;
5.13.3 the likelihood of the personal data being accessed by unauthorised
third parties;
5.13.4 the security in place in relation to the personal data, including whether
it was encrypted;
5.13.5 the risks of damage or distress to the data subject.

5.14
The breach notification form annexed to this policy must be completed in
every case of a suspected breach, and retained securely, whether or not a decision
is ultimately made to report the data breach. This will act as evidence as to the
considerations of Norbury Manor in deciding whether or not to report the breach.
6

External communication
6.1 All external communication is to be managed and overseen by the DPO and
Headteacher.
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Law Enforcement
6.2 The DPO and Headteacher will assess whether the data breach incident requires
reporting to any law enforcement agency, including the police. This will be informed
by the investigation and analysis of the data breach, as set out above.
6.3 The DPO and Headteacher will coordinate communications with any law
enforcement agency.
Other organisations
6.4 If the data breach involves personal data which we process on behalf of other
organisations then we may be contractually required to notify them of the data
breach.
6.5 Norbury Manor will identify as part of its investigation of the data breach whether or
not this is the case and any steps that must be taken as a result.
Information Commissioner’s Office
6.6 If Norbury Manor is the data controller in relation to the personal data involved in
the data breach, which will be the position in most cases, then Norbury Manor has
72 hours to notify the ICO if the data breach is determined to be notifiable.
6.7 A data breach is notifiable unless it is unlikely to result in a risk to the rights and
freedoms of any individual. The DPO will make an assessment of the data breach
against the following criteria taking into account the facts and circumstances in each
instance:
6.7.1 the type and volume of personal data which was involved in the data
breach;
6.7.2 whether any special category personal data was involved;
6.7.3 the likelihood of the personal data being accessed by unauthorised
third parties;
6.7.4 the security in place in relation to the personal data, including whether
it was encrypted;
6.7.5 the risks of damage or distress to the data subject.
6.8 If a notification to the ICO is required then see part 7 of this policy below.
6.9 If Norbury Manor is the data processor then any data breach must be reported to
the organisation that is the data controller, they then have responsibility to
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investigate the breach but Norbury Manor would cooperate in any way to support
this.
Other supervisory authorities
6.10
If the data breach occurred in another country or involves data relating to data
subjects from different countries then the DPO will assess whether notification is
required to be made to supervisory authorities in those countries.
Data subjects
6.11
When the data breach is likely to result in a high risk to the rights and
freedoms of the data subjects then the data subject must be notified without undue
delay. This will be informed by the investigation of the breach by Norbury Manor
6.12
The communication will be coordinated by the DPO and will include at least
the following information:
6.12.1 a description in clear and plain language of the nature of the data
breach;
6.12.2 the name and contact details of the DPO;
6.12.3 the likely consequences of the data breach;
6.12.4 the measures taken or proposed to be taken by Norbury Manor to
address the data breach including, where appropriate, measures to
mitigate its possible adverse effects.
6.13
There is no legal requirement to notify any individual if any of the following
conditions are met:
6.13.1 appropriate technical and organisational protection measures had been
implemented and were applied to the data affected by the data breach,
in particular, measures which render the data unintelligible to
unauthorised persons (e.g. encryption);
6.13.2 measures have been taken following the breach which ensure that the
high risk to the rights and freedoms of the data subject is no longer
likely to materialise;
6.13.3 it would involve disproportionate effort to contact individuals. In which
case a public communication or similar equally effective measure of
communication to the data subjects shall be issued.
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6.14
For any data breach, the ICO may mandate that communication is issued to
data subjects, in which case such communication must be issued.
Press
6.15
Staff shall not communicate directly with the press and shall treat all potential
data breaches as confidential unless otherwise instructed in writing by the
Headteacher.
6.16

7

All press enquiries shall be directed to the Headteacher

Producing an ICO Breach Notification Report
7.1 All members of our workforce are responsible for sharing all information relating to
a data breach with the DPO, which will enable the annexed Breach Notification
Report Form to be completed.
7.2 When completing the attached Breach Notification Report Form all mandatory (*)
fields must completed, and as much detail as possible should be provided.
7.3 The DPO may require individuals involved in relation to a data breach to each
complete relevant parts of the Breach Notification Form as part of the investigation
into the data breach.
7.4 If any member of our workforce is unable to provide information when requested by
the DPO then this should be clearly reflected in the Breach Notification Form
together with an indication as to if and when such information may be available.

7.5 In the wake of a data protection breach, swift containment and recovery of the
situation is vital. Every effort should be taken to minimise the potential impact on
affected individuals, and details of the steps taken to achieve this should be included
in this form.

7.6 The ICO requires that Norbury Manor send the completed Breach Notification Form
to casework@ico.org.uk, with ‘DPA breach notification form’ in the subject field, or by
post to: The Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF.
8

Evaluation and response
8.1 Reporting is not the final step in relation to a data breach. Norbury Manor will seek to
learn from any data breach.
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8.2 Therefore, following any breach an analysis will be conducted as to any steps that
are required to prevent a breach occurring again. This might involve a step as simple
as emailing all relevant members of our workforce to reinforce good practice, or
providing additional training, or may in more serious cases require new technical
systems and processes and procedures to be put in place.
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ANNEX 1 – ICO Breach Notification Report

1. Organisation details
Name of Organisation
Data controller’s registration
number (if applicable).
DPO
Contact Details

2.

Details of the data protection breach

Set out the details of the breach and ensure that all mandatory (*) fields are completed.

(a)

* Please describe the incident in as much detail as possible.

(b)

* When did the incident happen?

(c)

* How did the incident happen?
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(d)
this.

If there has been a delay in reporting the incident to the ICO please explain your reasons for

(e)
What measures did the organisation have in place to prevent an incident of this nature
occurring?

(f)
Please provide extracts of any policies and procedures considered relevant to this incident,
and explain which of these were in existence at the time this incident occurred. Please provide the
dates on which they were implemented.

3. Details of the personal data placed at risk
Set out the details of the personal data placed at risk as a result of the breach and ensure that all
mandatory (*) fields are completed.
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(a)
* What personal data has been placed at risk? Please specify if any financial or special
category (sensitive) personal data has been affected and provide details of the extent.

(b)

* How many individuals have been affected?

(c)

* Are the affected individuals aware that the incident has occurred?

(d)

* What are the potential consequences and adverse effects on those individuals?

(e)

Have any affected individuals complained to the school/trust about the incident?

4. Containment and recovery
Set out the details of any steps the school/trust has taken to contain the breach and/or to recover
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the personal data and ensure that all mandatory (*) fields are completed.

(a)
* Has Norbury Manor taken any action to minimise/mitigate the effect on the affected
individuals? If so, please provide details.

(b)
* Has the data placed at risk now been recovered? If so, please provide details of how and
when this occurred.

(c)

What steps has Norbury Manor taken to prevent a recurrence of this incident?

5. Training and guidance
Set out the details of any steps Norbury Manor has taken to contain the breach and/or to recover
the personal data and ensure that all mandatory (*) fields are completed.
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(a)
As the data controller, does Norbury Manor provide its staff with training on the requirements
of data protection legislation? If so, please provide any extracts relevant to this incident here.

(b)
Please confirm if training is mandatory for all staff. Had the staff members involved in this
incident received training and if so when?

(c)
As the data controller, does Norbury Manor provide any detailed guidance to staff on the
handling of personal data in relation to the incident you are reporting? If so, please provide any
extracts relevant to this incident here.

6. Previous contact with the ICO

(a)

* Have you reported any previous incidents to the ICO in the last two years?
YES / NO

(b)
If the answer to the above question is yes, please provide: brief details, the date on which
the matter was reported and, where known, the ICO reference number.
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7. Miscellaneous

(a)
Have you notified any other (overseas) data protection authorities about this incident? If so,
please provide details.

(b)
Have you informed the police about this incident? If so, please provide further details and
specify the force concerned.

(c)
Have you informed any other regulatory bodies about this incident? If so, please provide
details.

(d)

Has there been any media coverage of the incident? If so, please provide details of this.

This form was completed on behalf of Norbury Manor by:
Name:……………………………………………….
Role:……………………………………………………..
Date and Time:………………………………………..
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ANNEX 2 – DEFINITIONS

Term

Definition

Data

is information which is stored electronically, on a computer, or in certain
paper-based filing systems

Data Subjects

for the purpose of this policy include all living individuals about whom we
hold personal data. This includes students, our workforce, staff, and other
individuals. A data subject need not be a UK national or resident. All data
subjects have legal rights in relation to their personal information

Personal Data

means any information relating to an identified or identifiable natural
person (a data subject); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person

Data Controllers

are the organisations which determine the purposes for which, and the
manner in which, any personal data is processed. They are responsible for
establishing practices and policies in line with Data Protection Legislation.
We are the data controller of all personal data used in our business for our
own commercial purposes

Data Users

are those of our employees whose work involves processing personal
data. Data users must protect the data they handle in accordance with this
data protection policy and any applicable data security procedures at all
times

Data Processors

include any person or organisation that is not a data user that processes
personal data on our behalf and on our instructions

Processing

is any activity that involves use of the data. It includes obtaining, recording
or holding the data, or carrying out any operation or set of operations on
the data such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction. Processing also includes
transferring personal data to third parties

Special Category
Personal Data

includes information about a person's racial or ethnic origin, political
opinions, religious or philosophical beliefs, trade union membership,
physical or mental health or condition or sexual life, or genetic or biometric
data

Workforce

Includes, any individual employed by school such as staff and those who
volunteer in any capacity including Governors
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Procedure for receiving and responding to
Subject Access Requests
1. Policy Statement
1.1. All Data Subjects have rights of access to their personal data. This document sets out the
procedure to be followed in relation to any requests made for the disclosure of personal data
processed by the school.
2. Definition of data protection terms
2.1. All defined terms in this policy are indicated in bold text, and a list of definitions is included in
Annex 1 to this policy.
3. Recognising a subject access request
3.1. As school processes personal data concerning data subjects, those data subjects have the
right to access that personal data under Data Protection law. A request to access this personal
data is known as a subject access request or SAR.
3.2. A data subject is generally only entitled to access their own personal data, and not to information
relating to other people.
3.3. Any request by a data subject for access to their personal data is a SAR. This includes requests
received in writing, by email, and verbally.
3.4. If any member of our Workforce receives a request for information they should inform the Data
Protection Officer (“DPO”) as soon as possible.
3.5. In order that the school is properly able to understand the nature of any SAR and to verify the
identity of the requester, any requester making a request verbally should be asked to put their
request in writing and direct this to the DPO.
3.6. A SAR will be considered and responded to in accordance with the Data Protection Law.
3.7. Any SAR must be notified to the DPO at the earliest opportunity.
4. Verifying the identity of a Requester
4.1. The school is entitled to request additional information from a requester in order to verify whether
the requester is in fact who they say they are.
4.2. Where the school has reasonable doubts as to the identity of the individual making the request,
evidence of identity may be established by production of two or more of the following:
4.2.1.
4.2.2.
4.2.3.
4.2.4.
4.2.5.
4.2.6.
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Current passport
Current driving licence
Recent utility bills with current address
Birth/marriage certificate
P45/P60
Recent credit card or mortgage statement

4.3. If the school is not satisfied as to the identity of the requester then the request will not be complied
with, so as to avoid the potential for an inadvertent disclosure of personal data resulting to a data
breach.
5. Fee for Responding to Requests
5.1. The school will usually deal with a SAR free of charge.
5.2. Where a request is considered to be manifestly unfounded or excessive a fee may be requested.
Alternatively the school may refuse to respond to the request. If a request is considered to be
manifestly unfounded or unreasonable the school will inform the requester why this is considered
to be the case.
5.3. A fee may also be requested in relation to repeat requests for copies of the same information. In
these circumstances a reasonable fee will be charged taking into account the administrative costs
of providing the information.
6. Time Period for Responding to a SAR
6.1. The school has one month to respond to a SAR. This will run from the later of a. the date of the
request, b. the date when any additional identification (or other) information requested is received,
or c. payment of any required fee.
6.2. In circumstances where the school is in any reasonable doubt as to the identity of the requester,
this period will not commence unless and until sufficient information has been provided by the
requester as to their identity, and in the case of a third party requester the written authorisation of
the data subject has been received (see below in relation to sharing information with third
parties).
6.3. The period for response may be extended by a further two calendar months in relation to complex
requests. What constitutes a complex request will depend on the particular nature of the request.
The DPO must always be consulted in determining whether a request is sufficiently complex as to
extend the response period.
6.4. Where a request is considered to be sufficiently complex as to require an extension of the period
for response, the school will notify the requester within one calendar month of receiving the
request, together with reasons as to why this is considered necessary.
6.5. A request may be received during or less than one month prior to a school holiday. Where a
request is made prior to a holiday period the school will seek to respond prior to that holiday
commencing, however where this is not possible then the school will inform the requester that this
is the case.
6.6. Requests received during extended holiday periods may not be able to be responded to within the
one month response period. The school will in those circumstances send out an initial
acknowledgement of the request as set out in Annex 2, followed by a further acknowledgment as
soon as possible following commencement of the next term setting out details of when a full
response will be provided (being not more than one month of commencement of that term).
7. Form of Response
7.1. A requester can request a response in a particular form. In particular where a request is made by
electronic means then, unless the requester has stated otherwise, the information should be
provided in a commonly readable format.
8. Sharing Information with Third Parties
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8.1. Data subjects can ask that you share their personal data with another person such as an
appointed representative (in such cases you should request written authorisation signed by the
data subject confirming which of their personal data they would like you to share with the other
person).
8.2. Equally if a request is made by a person seeking the personal data of a data subject, and which
purports to be made on behalf of that data subject, then a response must not be provided unless
and until written authorisation has been provided by the data subject. The school should not
approach the data subject directly but should inform the requester that it cannot respond without
the written authorisation of the data subject.
8.3. If the school is in any doubt or has any concerns as to providing the personal data of the data
subject to the third party, then it should provide the information requested directly to the data
subject. It is then a matter for the data subject to decide whether to share this information with
any third party.
8.4. Personal data belongs to the data subject, and in the case of the personal data of a child
regardless of their age the rights in relation to that personal data are theirs and not those of their
parents. Parents, in most cases, do not have automatic rights to the personal data of their child.
8.5. However there are circumstances where a parent can request the personal data of their child
without requiring the consent of the child. This will depend on the maturity of the child and whether
the school is confident that the child can understand their rights. Generally where a child is under
12 years of age they are deemed not to be sufficiently mature as to understand their rights of
access and a parent can request access to their personal data on their behalf.
8.6. In relation to a child 12 years of age or older, then provided that the school is confident that they
understand their rights, and there is no reason to believe that the child does not have the capacity
to make a request on their own behalf, the school will require the written authorisation of the child
before responding to the requester, or provide the personal data directly to the child in
accordance with the process above.
8.7. In all cases the school should consider the particular circumstances of the case, and the above are
guidelines only.
9. Withholding Information
9.1. There are circumstances where information can be withheld pursuant to a SAR. These are
specific exemptions and requests should be considered on a case by case basis.
9.2. Where the information sought contains the personal data of third party data subjects then the
school will:
9.2.1. Consider whether it is possible to redact information so that this does not identify those third
parties, taking into account that it may be possible to identify third parties from remaining
information;
9.2.2. If this is not possible, consider whether the consent of those third parties can be obtained;
and
9.2.3. If consent has been refused, or it is not considered appropriate to seek that consent, then to
consider whether it would be reasonable in the circumstances to disclose the information
relating to those third parties. If it is not then the information may be withheld.
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9.3. So far as possible the school will inform the requester of the reasons why any information has
been withheld.
9.4. Where providing a copy of the information requested would involve disproportionate effort the
school will inform the requester, advising whether it would be possible for them to view the
documents at the school or seeking further detail from the requester as to what they are seeking,
for example key word searches that could be conducted, to identify the information that is sought.
9.5. In certain circumstances information can be withheld from the requester, including a data subject,
on the basis that it would cause serious harm to the data subject or another individual. If there
are any concerns in this regard then the DPO should be consulted.
10. Process for dealing with a Subject Access Request
10.1.When a subject access request is received, the school will:
10.1.1. notify the DPO who will be responsible for managing the response and relevant department
heads;
10.1.2. when in term time, acknowledge receipt of the request and provide an indication of the likely
timescale for a response within 5 working days (see template at Annex 3);
10.1.3. take all reasonable and proportionate steps to identify and disclose the data relating to the
request;
10.1.4. never delete information relating to a subject access request, unless it would have been
deleted in the ordinary course of events – it is an offence to amend or delete data following
receipt of a SAR that would not have otherwise been so amended or deleted;
10.1.5. consider whether to seek consent from any third parties which might be identifiable from the
data being disclosed;
10.1.6. seek legal advice, where necessary, to determine whether the school is required to comply
with the request or supply the information sought;
10.1.7. provide a written response, including an explanation of the types of data provided and
whether and as far as possible for what reasons any data has been withheld (see template
at Annex 4); and
10.1.8. ensure that information disclosed is clear and technical terms are clarified and explained.
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Annex 1 - Definitions
Term

Definition

Data Subjects

for the purpose of this policy include all living individuals about
whom we hold personal data. This includes students, our workforce,
staff, and other individuals. A data subject need not be a UK
national or resident. All data subjects have legal rights in relation to
their personal information

Personal Data

means any information relating to an identified or identifiable natural
person (a data subject); an identifiable natural person is one who
can be identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity
of that natural person

Data Controllers

are the people who or organisations which determine the purposes
for which, and the manner in which, any personal data is processed.
They are responsible for establishing practices and policies in line
with Data Protection Law. We are the data controller of all personal
data used in our business for our own commercial purposes

Processing

is any activity that involves use of the data. It includes obtaining,
recording or holding the data, or carrying out any operation or set of
operations on the data such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or
destruction. Processing also includes transferring personal data to
third parties

Workforce

Includes, any individual employed by [School/Trust/Academy] such
as staff and those who volunteer in any capacity including
Governors [and/or Trustees / Members/ parent helpers]
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Annex 2 – SAR Acknowledgement
(for use over holidays when the school is closed for over a month)
[On headed notepaper of data controller]
[ADDRESSEE]
[ADDRESS LINE 1]
[ADDRESS LINE 2]
[POSTCODE]
[DATE]
Dear [DATA SUBJECT],
Acknowledgement of your data subject access request dated [DATE OF REQUEST] and notification
that the school is currently closed.
We write further to your request for details of personal data which we received on [DATE OF REQUEST].
As advised in [INSERT HERE HOW AND WHEN THE DATA SUBJECT WAS ADVISED OF THE DATES
THE SCHOOL WOULD BE CLOSED] the school is [closing / closed] from xx July 20xx until xx September
20xx. Accordingly, the information you have requested is not accessible, and we will unfortunately not be
able to comply with your request within one month. [OR We are unfortunately only able to provide you with
the enclosed information as the remainder of the information is not accessible]
The school will be reopening on xx September 20xx when your request will be formally acknowledged, and
you will be informed about the time frame in which a full response to your request will be provided. We
apologise for any inconvenience this may cause and will contact you again on xx September 20xx.
Yours sincerely,
[NAME OF SENDER]
For and on behalf of Norbury Manor Business and Enterprise College for Girls
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Annex 3 – SAR Acknowledgment Template
[On headed notepaper of data controller]
[ADDRESSEE]
[ADDRESS LINE 1]
[ADDRESS LINE 2]
[POSTCODE]
[DATE]
Dear [NAME OF DATA SUBJECT],
Acknowledgment of your data subject access request
Reference: [DATA SUBJECT ACCESS REQUEST REFERENCE NUMBER]
I write to acknowledge receipt of your request for personal information which we are responding to under
article 15 of the General Data Protection Regulation.
[I also acknowledge receipt of your (IDENTIFICATION) as confirmation of your identity.]
Your request was received on [DATE] and, unless there are grounds for extending the statutory deadline of
one calendar month, we expect to be able to give you a response by [DATE].
The reference for your request is [REFERENCE NUMBER]; please quote this on all correspondence
concerning this request.
Yours sincerely,
[NAME OF SENDER]
For and on behalf of Norbury Manor Business and Enterprise College for Girls
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Annex 4 – SAR Response Template
[On headed notepaper of data controller]
[ADDRESSEE]
[ADDRESS LINE 1]
[ADDRESS LINE 2]
[POSTCODE]
[DATE]
Dear [DATA SUBJECT],
Response to your data subject access request dated [DATE OF REQUEST]
We write further to your request for details of personal data which we hold [and our acknowledgment of
[DATE WHEN REQUEST FIRST ACKNOWLEDGED BY LETTER].
We enclose all of the data to which you are entitled under the General Data Protection Regulation (GDPR),
in the following format:
[DETAILS OF FORMAT IN WHICH DATA IS PROVIDED, WITH REASONS FOR CHOOSING THE
FORMAT: PAPER COPIES OR ELECTRONIC COPIES ON A CD OR MEMORY STICK OR A
NEW DOCUMENT WHICH HAS BEEN CREATED AND SETS OUT THE INFORMATION THAT
CONSTITUTES PERSONAL DATA. WHERE THE SAR WAS MADE BY ELECTRONIC MEANS
THE RESPONSE SHOULD BE PROVIDED IN A COMMONLY USED ELECTRONIC FORM.]
We have contacted the following departments and individuals in order to locate personal data held which is
within the scope of a data subject access request under article 15 of the

GDPR:

[LIST OF DEPARTMENTS AND METHODOLOGY FOR IDENTIFYING PERSONAL DATA]
We can confirm the following in relation to the areas covered under article 15 of the GDPR and data
existing on the date when your request was made:
The purposes for which the personal data is processed:
[LIST OF PURPOSES]
The recipients or classes of recipients of personal data to whom the data has been or will be disclosed and
the location of any recipients outside the EEA:
[LIST OF RECIPIENTS (BY NAME OR GENERIC CLASS) TO WHOM DATA DISCLOSED. NOTE
WHICH COUNTRIES NON-EEA RECIPIENTS PROCESS DATA IN AND STATE THE ARTICLE 46
SAFEGUARDS IN PLACE.]
The categories of personal data concerned:
[LIST CATEGORIES]
The envisaged period for which the personal data will be stored, or the criteria used to determine that
period:
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[LIST RETENTION PERIODS]
Any information available to [DATA CONTROLLER] as to the source of the data:
[SOURCES OF DATA HELD]
[The following automated decision making is applied to the personal data:
[IDENTIFY AUTOMATED DECISION MAKING INCLUDING PROFILING AND PROVIDE
MEANINGFUL INFORMATION ABOUT THE LOGIC INVOLVED AS WELL AS THE
SIGNIFICANCE AND THE ENVISAGED CONSEQUENCES OF SUCH PROCESSING FOR THE
DATA SUBJECT]
You have the following rights under the GDPR.
•
•

The right to request rectification of inaccurate personal data;
In limited circumstances, the right to:
o request erasure of the personal information;
o request restriction of processing of the personal information; or
o object to the processing of the personal information.

[You will note that some of the information has been redacted. The reason for this is that the redacted
information relates to (a) third part(y/ies) who have not consented to the sharing of their information with
you].
[Some information has not been provided as it is covered by the following exemptions:
LIST EXEMPTIONS APPLIED]
If you are unhappy with this response, and believe school has not complied with legislation, please ask for
a review by [following our complaints process; details can be found on our website at [LINK] OR by
contacting [INDIVIDUAL (COULD BE DPO OR OTHER APPROPRIATE POSITION)].
If you still remain dissatisfied following an internal review, you can appeal to the Information Commissioner,
who oversees compliance with data protection law. You should write to: Customer Contact, Information
Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.
Yours sincerely,
[NAME]
For and on behalf of Norbury Manor Business and Enterprise College for Girls
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